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FOREWORD TO THE SECOND EDITION

I very much welcome this second edition of Christopher Kuner’s book on
European data protection law, as well as its wider scope and changed emphasis,
as reflected in the new title. This book no longer deals with ‘Ewropean Data
Privacy Law and Online Business', but with ‘European Data Protection Law’ and
‘Corporate Compliance and Regulation’. This is a deliberate choice of the
author—explained in his preface—but also a clear recognition of developments
since the first edition was published in 2003 and an encouraging perspective for
the years ahead.

The original emphasis on online business has lost most of its relevance, since
online and offline environments have become increasingly interlinked and
even integrated. This is certainly true for all organizations—business and
non-business alike—that aim to benefit from the opportunities which the new
internet-based world of e-services seems to have in store for better efficiency,
quality and effectiveness. The treatment of personal data in all stages of activity is
essential for this development.

These organizations discover that the way in which they handle the treatment of
personal data may have great consequences for their relations with customers,
employees and other stakeholders. Issues like how to ensure trust and confidence
from those involved have been among the first to arise in a market perspective,
and they have led to increased attention to ‘data privacy’. In a principle-based
approach, however, it is even more important that the new electronic world that
is developing around us remains in line with the basic values of our societies, as
we continue to cherish them today, inclusive of strong protection of fundamen-
tal rights, like the right to privacy and protection of personal data. The rights
and obligations arising from this approach are a typical feature of European data
protection law.

Whatever the source of inspiration may be, it is clear that ‘data protection’ in this
perspective is not only a legal obligation that responsible organizations have to
respect and comply with, but also a critical success factor for their ambitions in
the electronic age. As more and more activities depend on the lawful processing
of personal data, effective protection of these data should be seen and acted upon
as a critical condition for their success. It is for this reason that a stronger emphasis
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Foreword to the Second Edition

on compliance and mechanisms to ensure compliance is most welcome and even
of crucial importance.

It is not surprising that data protection law itself is also in constant development.
The main legal instruments are subject to regular evaluation or revision. Some of
these developments may seem contradictory, as in the case of the Data Retention
Directive, which was clearly driven by law enforcement considerations. It is
unavoidable that some of these developments and their repercussions will go
beyond this new edition.

Peter Hustinx
European Data Protection Supervisor
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FOREWORD TO THE FIRST EDITION

Christopher Kuner says in his Preface that data protection is a fluid and ever-
moving subject. We should all be grateful that this realization has not led him to
abandon this project. Many others would have been discouraged, or have been
tempted to wait (probably in vain) for a moment when things were more stable.
Fortunately, he has been neither discouraged nor tempted and we have as a result
this entirely useful and relevant book.

The year 2002 (I am writing this in November) has been a busy one for those
of us in the European Commission involved in data protection. The revision of
one of the two main legal instruments which this book describes—now the
Electronic Communications Data Protection Directive—has been completed;
and the other, the general framework Directive, is under review.

‘We have made the review process as open and participative as possible. Interested
readers can find the results and follow progress on our website <http://europa.cu.int/
comm/privacy>. I mention this review, not in order to rub in the ‘moving target
point, but because it has confirmed a very welcome shift in atticudes in the busi-
ness community. There is a growing acceptance of data protection law as a fact of
life, a permanent presence in the market place and there is a growing readiness to
work constructively with the regulators to make it work better. Christopher
Kuner—perhaps unknowingly but I suspect quite deliberately—has been one of
the instruments of that shift. It is interesting to note that a lot of the people who
have contributed to the shift are Americans or belong to US-based companies.
Maybe we just notice the difference more, because US businesses have been
amongst the loudest critics of the Directive. . ..

Be thatas it may, it is clear that neither data protection regulators, nor the businesses
on which their rules impact, can ignore the growing irrelevance of geographical
borders in today’s economy. How to regulate the internet is a question which goes
far beyond data protection and we all need to do a lot more thinking about that,
but until somebody comes up with an answer, the least we can do is promote
transparency and a broad-based dialogue on regulatory matters. Christopher
Kuner’s book will, I trust, be on the desks of all serious participants in the dialogue
on data protection.

Susan Binns
Director, DG Internal Market, European Commission
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PREFACE TO THE SECOND EDITION

In the four years since the first edition of this book was published under the title
European Data Privacy Law and Online Business, data protection law has devel-
oped so rapidly, and changed in so many ways, that a new edition had become a
necessity, if the book was not to become completely outdated.

These changes have come in many ways. Some of them have been legal develop-
ments, including the first cases of the European Court of Justice interpreting the
Data Protection Directive 95/46; a number of important new papers by the
Article 29 Working Party; and a new directive dealing with data retention. Other
changes have been political, including the accession of ten new Member States to
the EU, and the seeming collapse of the EU Constitution. Just as importantly,
data protection law has ceased being an exotic niche area and has become a topic
with important ramifications for any company’s bottom line.

The approach for the second edition has remained the same. The book remains
firmly focused on European data protection law as it relates to legal compliance
issues for companies, and thus does not attempt to cover a wide range of other
topics of limited relevance to business, such as law enforcement, human rights
issues, and other similar topics. The book has been completely revised and rewritten,
and has also been thoroughly updated to cover developments through August
2006 such as new case law of the European Court of Justice, the Data Retention
Directive, the EU Constitution, and developments in the Member States.

The author remains convinced that the reader navigating the shoals of European
data protection law requires first a high-level understanding of the main instru-
ments of the law, as well as of the institutions which underpin it. At the same
time, enforcement and day-to-day compliance are determined by national and
local law, so that companies must apply the law of the Member States in which
they operate. As it would be impossible to give a detailed discussion of the law of
all, or even of a few, Member States in such a book, the approach has remained
that of selecting examples from Member State law, and contrasting and compar-
ing them with the higher-level legal infrastructure of European data protection
law. Armed with this knowledge, readers will be well-equipped to cope with
detailed issues of local data protection law.

At the same time, a number of important changes have been made to the book.
The most obvious of these is the title: whereas four years ago, the internet and

ix

N —h—



00-Kuner-Prelims 1/25/07 11:10 AM Page x$

Preface to the Second Edition

electronic commerce could still be dealt with as discrete topics, in the intervening
years they have become ubiquitous, so that it no longer makes any sense to focus
the book solely on online issues.

The appendices have also been substantially expanded to include charts giving
information about a number of important issues across all Member States, as well
as additional legal texts (such as the recitals to the standard contractual clauses
and the safe harbor FAQs).

The reader will also notice a change in the footnotes, where almost all URLs have
been deleted. Experience over the past few years has shown that URLs change so
frequently that giving them in the footnotes is of little utility, and takes up valu-
able space. However, a few exceptions have been made, where it is believed that
the material will be particularly difficult to locate without giving the URL.
The companion website to this book (located at http://www.oup.co.uk/law/
practitioner/cws/) includes a list of all Internet addresses contained in the book,
as well as regular updates to the text.

The author hopes that this book can make a contribution, however small, to the
development of a European view of data protection law, which is a subject that is
still viewed too often in purely national terms. National tradition is important in
data protection law, as in so many other areas of European life; buc, as a great
European modernizer (Gustav Mahler) once said, ‘Tradition ist Bewahrung des
Feuers und nicht Anbetung der Asche’ (‘tradition means maintaining the fire, not
worshipping the ashes’). At a time when countries such as China and India are
evaluating and comparing regulatory models for data protection in order to
develop their own legal frameworks, data protection law in Europe must move
away from national approaches and develop a more pan-European perspective if
itis to retain its global influence.

The author remains deeply indebted to a number of colleagues whose accumu-
lated wisdom has educated him over the years and without whom this book
would not be possible. Besides those persons mentioned in the preface to the first
edition, thanks are also due to Kirsty Asher and Chris Rycroft at Oxford University
Press; Bojana Bellamy; the members of the European Privacy Officers Forum
(EPOF); Peter Fleischer; Matteo Goffriller; Peter Hustinx; Dr Waltraut Kotschy;
Dr Ewa Kulesza; Dr Jose Luis Pifiar Mafias; Nuala O’Connor Kelly; and Philippe
Renaudiére. Special thanks go to my colleagues at Hunton & Williams, in partic-
ular Isabelle Chatelier; Dr Jérg Hladjk; Susana Rodriguez Ballano; Anne Ruwet;
and Lisa Sotto.

Christopher Kuner
ckuner@hunton.com
Brussels, September 2006
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PREFACE TO THE FIRST EDITION

Information has become the new raw material of the world economy. Just as, in
past centuries, iron, wood, and coal were the foundation upon which the economy
was based, so nowadays it is data and information.

At the same time, there is increasing concern about the societal consequences
of processing the personal data of individuals, and confusion about where the
line should be drawn between the economic benefits of data processing and the
dangers to personal privacy and liberty which this may bring. Headlines such as
“The end of privacy’ or “The death of privacy?’? have unsettled consumers and
given rise to fears that we have entered a ‘brave new world” in which personal

liberty is a thing of the past.

This is a book about how the regulatory system in one region of the world,
namely Europe, has attempted to draw a line between the benefits and dangers of
processing personal data in the context of online business. It has been written in
the conviction that the regulation of data processing and data flows is destined to
remain one of the most important regulatory and policy issues of the 21st century,
and that electronic commerce is no longer limited to the ‘new economy’, but has
become ubiquitous. It is hoped that the book will help companies, and their legal
advisors, involved in electronic commerce navigate the shoals of European data
protection law. The title ‘data privacy’ rather than ‘data protection’ was chosen to
make it clear that this book does not deal with the copyright protection of data-
bases under the EU Database Directive, with which topic data protection law is
often confused.

Europe was the first region to develop a specific regulatory structure for the
processing of personal data. As other regions (such as the Americas and Asia) have
gradually discovered the subject of ‘data protection’, more and more of them have
been adopting elements of the European regulatory structure into their own
law. Thus, knowledge of how data processing is regulated in Europe is useful in
predicting how other regions may deal with the subject as well.

! The Economist, 17 May 1999.
2 AM Froomkin, “The Death of Privacy?’ (2000) 52 Stanford Law Review 1461.

x1
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Preface to the First Edition

The reader should keep in mind several things when using this book:

First, data protection is an extraordinarily broad topic, and a book dealing with
all aspects of the subject would be much lengthier than the present one. Thus,
this book does not purport to deal with all aspects of European data protection
law, but only with those that are particularly relevant to online business (mean-
ing, in essence, both business-to-business and business-to-consumer electronic
commerce).

Second, data protection law is also a very fact-specific and fluid subject. Thus, the
reader should never take the discussion herein as legal advice, and should always
check the current status of the law in a particular jurisdiction when dealing with
alegal issue, as the law may well have changed since this book was published. The
revisions to the Directive on Privacy and Electronic Communications (formerly
the Telecommunications Data Protection Directive) passed in the summer of
2002 have been taken into account.

Third, this book provides information on the law of selected EU Member States,
without any attempt to be comprehensive. This is a much more difficult under-
taking than just analysing EU law, since Member State law is more difficult to
access, is available in a myriad of different languages, and is subject to different
national legal regimes. Nevertheless, the author felt it imperative to give at least a
basic overview of how some of the key legal questions are treated under national
law, since it is Member State law which largely determines how important ques-
tions of data protection law are dealt with in practice. As data protection law also
depends largely on the practices of data protection authorities, most of which are
not written down anywhere, the author has included numerous examples of how
data protection issues are dealt with in practice in Europe; such examples are
based on the author’s experience in practising law, and are included as points of
orientation for the reader, rather than as definitive statements of how the data
protection authorities might rule in any particular case.

Fourth, the author has come neither to bury European data protection law, nor
to praise it. This book attempts to analyse European data protection law objec-
tively as it relates to electronic commerce withouta particular ideological slang; at
the same time, the author has not hesitated to indicate where, in his view, the law
is in danger of losing touch with the realities of globally networked commerce.

Finally, in writing this book the author has become acutely aware of the truth of
the adage that a work of scholarship can only be achieved by standing on the
shoulders of others. And indeed, European data protection law is so complex,
and the issues involved are so many, that it would have been impossible to even
contemplate this book without a number of people who have had a hand (even if

xil
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Preface to the First Edition

unknowingly) in educating the author on this subject. Thanks are due in partic-
ular to Sakari Aalto; Diana Alonso-Blas; Rosa Barcelo; Prof Lucas Bergkamps;
Dr Johann Bizer; Susan Binns; Leonardo Cervera-Navas; Amanda Chandler;
Dr Ulrich Dammann; Dr Markus Deutsch; Jan Dhont; Harald Eul; Pascale
Gelly; Ann-Charlotte Hogberg; Rosemary Jay; Waltraut Kotschy; Karin Retzer;
Heather Rowe; Armgard von Reden; the law firm of Hunton & Williams and my
secretary Anne Ruwet; and last but not least Oxford University Press, particularly
Chris Rycroft and Meg Zawadzki.

Christopher Kuner
ckuner@hunton.com
Brussels, July 2002
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Companion Website

This book will be updated by means of a companion website, freely accessible
to all purchasers of the book. Key developments will be reported and analysed
on the website on an occasional basis.

While the site will not attempt to provide comprehensive updates, references
will be included from time to time to particularly significant developments
of which the author feels the readers should be made aware. The author

will provide updating commentary where appropriate. The companion
website will also carry links to a large number of useful websites referred to

in the book.
To register for free access, please visit:

http://www.oup.co.uk/law/practitioner/cws

and click on the link for European Data Protection Law: Corporate
Compliance and Regulation.
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2

FUNDAMENTAL LEGAL CONCEPTS

A. Introduction 2.01 I. Data Transfer 2.42

B. Access and Related Rights 2.02 J. Establishment 2.51

C. Anonymous and K. Freedom of Expression 2.54

Pseudonymous Data 2.08 L. Freedom of Information 2.62

D. Consent 213 M. Free Flow of Data within the EU  2.68

E. Data Controllers N. Legitimacy 2.70

and Data Processors 219 O Personal Data 273

E Data Minimization 2.30 P. Processing 2.87

G. Data Processing: Definition Q. Purpose Limitation 2.89
and Grounds 2.33 ..

H. Data Subject 236 R. Sensitive Data 2.92

S. Third Party 2.99

A. Introduction

Clarification of legal issues under European data protection law often dependson  2.01
evaluating fundamental legal concepts and determining how they fit into the
appropriate business framework. Basic legal concepts are also important for data
protection compliance. Many compliance issues are dependent on the application

of basic concepts such as legitimacy and proportionality, which makes it impera-

tive to have an understanding of them.

B. Access and Related Rights

Article 12 of the General Directive grants data subjects the right to obtain certain  2.02
basic information from the data controller about the processing of their personal
data. While Article 12 explicitly requires only that exercise of the rights contained
in section (a) (those of confirmation, communication, and knowledge) be ‘without
constraint at reasonable intervals and without excessive delay or expense’, it is
generally accepted in practice and under Member State laws that these conditions
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apply to the exercise of the rights contained in sections (b) and (c) (those of recti-
fication, erasure, blocking, and notification to third parties) as well.!

Complying with subject access requests gives rise to many difficult practical
issues, such as how much information to provide; whether a reasonable fee may
be charged; whether some of the information may be redacted (for example, if the
information provided also contains personal data of third parties); and others.
These points are all governed by the applicable Member State data protection
law, which should be consulted when such issues arise.?

Given the distributed nature of computing nowadays, personal data might be
contained in a variety of databases located in different geographic regions, so that
it can be difficult to locate all the data necessary to respond to a data subject’s
request. Indeed, locating all the data pertaining to a particular data subject in
order to allow him to know what data are being held about him, or to allow him
to assert his rights of erasure, blockage, etc, might require the data controller to
comb through masses of data contained in various databases, which in itself could
lead to data protection risks.

The European Commission has found that the level of harmonization regarding
the right of access is ‘satisfactory’,® but substantial differences still exist among the
Member States. For instance, in Finland the data controller may charge its costs
in accessing the data and requests by data subjects are limited to one per year,
while in the UK the controller may charge a fee of up to £10 for access to each
entry and ‘reasonable time’ must elapse between requests. This disharmony of the
law creates problems for data controllers that process data of data subjects from
different Member States.

The UK Court of Appeal substantially limited the access right in Durant v
Financial Services Authorizy.* The Court refused the appellant Durant’s request
for disclosure of his unredacted computerized documents and manual records
held by Barclay’s Bank, first on the basis that the records did not all qualify as
‘personal data’, and second, that the manual records concerned may not constitute

1 U Dammann and S Simitis, EG-Datenschutzrichtlinie (Baden-Baden: Nomos Verlagsgesellschaft,
1997) 199.

2 Regarding practical issues under UK law see R Morgan and R Boardman, Data Protection
Strategy (London: Sweet & Maxwell, 2003) 125-147.

3 European Commission, First report on the implementation of the Data Protection Directive
(95/46/EC), COM(2003) 265 final, Analysis and impact study on the implementation of Directive
95/46/EC in Member States 20.

4 Durantv Financial Services Authority [2003] EWCA Civ 1746, Court of Appeal (Civil Division).
See paras 2.84-2.85 below. See also johnson v Medical Defence Union [2006] EWHC 321 (Ch), in
which the UK High Court further clarified the duties of data controllers in complying with subject
access requests.
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a ‘relevant filing system’ under UK data protection law.> As this book was finalized,
the Durant case was the subject of discussions between the UK government and
the European Commission as to whether the judgment is in compliance with EU
data protection law.

The General Directive grants individuals other rights as well, such as the right to  2.07
object to data processing in certain situations (Article 14), and the right not to be
subjected to ‘automated individual decisions’ (Article 15). The right to object to
data processing is to be broadly interpreted.® An ‘automated decision’ is defined
as one ‘which produces legal effects concerning a data subject or significantly
affects him and which is based solely on automated processing of data intended
to evaluate certain personal aspects relating to him, such as his performance at
work, creditworthiness, reliability, conduct, etc’.” Individuals are granted certain
rights with regard to automated decisions, which are based on implementation in
national law.® An automated decision would be one, for example, in which based
on certain numerical criteria a customer is denied a loan automatically, such
as by computer, without any human intervention to make the final decision.
Companies can reduce the risks by avoiding the use of automated decision-making
as much as possible; the way to do this is to ensure that the final decision to grant
or take away benefits or privileges to employees or customers is always made by
a human being, rather than by a machine.

C. Anonymous and Pseudonymous Data

European data protection law recognizes the concepts of anonymous and 2.08
pseudonymous data. For example, the German Federal Data Protection Act
defines the terms as follows:

83(6) Anonymising means altering personal data so that the individual information
about personal or factual relations cannot be attributed to an identified or identifi-
able natural person, or this can only be done with an unreasonably large expenditure
of time, cost, and effort.

5 In February 2004, the UK Information Commissioner released a commentary on the impact
of the judgment on the interpretation of the Data Protection Act 1998, which was updated on
12 May 2004, and again on 8 September 2004.

6 See Decision of the European Ombudsman on complaint 2467/2004/PB against the European
Commission, 9 June 2006, para 1.6, in which the Ombudsman upheld the case of a citizen whose
complaint against the German federal state of Hamburg had initially been rejected by the European
Commission. The citizen had alleged that Hamburg had transferred personal data to third parties
who used it for marketing purposes, and that he had not been informed of this nor had the right to
object. The Ombudsman found that ‘a wider interpretation of Article 14(1)(b) of the Data
Protection Directive might be required’ than that which the Commission had recognized.

7 General Directive 95/46, [1995] O] L281/31, Art 15(1).

8 Arc15(2).
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§3(6)(a) Pseudonymising means replacing the name and other identifiable charac-
teristics by a symbol, for the purpose of making identification of the person impos-
sible or considerably more difficult.

These are fairly liberal definitions in comparison with what is contained, for example,
in certain local German data protection laws, which contain an absolute
requirement that it must be impossible for anonymized data to be traced back to
an identifiable person.® German law encourages anonymizing or pseudonymizing
of data, for example, by requiring that they be used for processing whenever
possible,'® and by stating that online profiling can be done only by pseudonym
and thatany user profile covered by a pseudonym may not be combined with data
concerning the holder of the pseudonym."

One important difference between anonymous and pseudonymous data should
be noted: while data which are truly anonymous cannot be tied to an identifiable
individual and are not considered ‘personal data’, pseudonymous data are still
subject to data protection law, since they could be tied to an individual.
For instance, in Germany the holder of a pseudonym can exercise rights of access
relating to information held by an online service relating to his pseudonym.'?
It should also be remembered that the terms ‘anonymous’ and ‘pseudonymous’
are relative, and that DPAs will look behind nomenclature to determine whether
data truly does conform to the requirements for such data. As a rule of thumb,
it is quite difficult to satisfy DPAs that data truly are anonymous, and companies
should not assume that data will be found to be anonymous unless there are very
strong reasons for arguing that they cannot be matched, by anyone and at any
reasonable cost, with the identity of identifiable persons.

The question may arise as to whether an online alias, an IP address, or some
other symbol which serves to hide the true identity of a user can be considered
a ‘pseudonym’. A user browsing the internet might be identified to a website only
by the IP address assigned to him by his ISP; does this mean that, if the website
follows the user’s online activity and compiles a profile of it, the IP address can be
considered a ‘pseudonym’ and such profile is permissible under the provision of
the German Teleservices Data Protection Act cited above? There is no definitive
answer to this question, but a number of DPAs would answer ‘no’, since the
IP address was not personally selected by the user, and it is not clear how easily

9 See Arbeitskreis Technik der Datenschutzbeauftragten des Bundes und der Linder,
Datenschuzfreundliche Technologien (1998) 14.
10 German Federal Data Protection Act §3a.
11 German Teleservices Data Protection Act 8§6(3). See C Golembiewski, ‘Das Recht auf
Anonymitit im Internet’ (2003) Datenschutz und Datensicherbeit 129.
12 L Gundermann, ‘E-Commerce trotz oder durch Datenschutz?’ (2000) Kommunikation und
Recht 225, 233.

66

o



02-Kuner-Chap02 1/25/07 11:14 AM Page 67 $

D. Consent

the ISP could go behind the IP address and find out the true identity of the user.
On the other hand, some DPAs have stated in informal conversations that they
are willing to deem an online alias selected by a user to be a pseudonym. So, there
is still a great deal of uncertainty in this area.

Austrian law contains the concept of ‘indirectly personal data’, which is the case  2.12
when a data controller, processor, or recipient of a data transfer cannot determine

the identity of a data subject with legally permissible means;'? indirectly personal

data are thus a kind of pseudonymous data. The processing of indirectly personal

data is legally privileged; for example, their transfer outside the EU does not
require approval of the Austrian DPA." They are often used in situations such as

the processing of encrypted data in a pharmaceutical trial, when the data are
encrypted and the encryption key is known only to the leader of the study."

D. Consent

The General Directive defines consent of the data subject as ‘any freely given 2.13
specific and informed indication of his wishes by which the data subject signifies

his agreement to personal data relating to him being processed’.'® The Article 29
Working Party has indicated that consent must satisfy four criteria in order to be
legally valid:

* ‘Consent must be a clear and unambiguous indication of wishes;
* Consent must be freely given;

* Consent must be specific;

¢ Consent must be informed’."’

This is quite a restrictive definition, which requires that the data subject be clearly  2.14
informed in advance of what he is consenting to, and that any further processing
of the data will be deemed not to have been consented to. This interpretation is in
line with Member State laws, which define consent with similar restrictiveness.'®

13 Austrian Data Protection Act 2000 §4(1).

14 Tbid, §12(3)(2).

15 See R Knyrim, Datenschutzrecht (Vienna: Manz, 2003) 15.

6 Art2(h).

7 Article 29 Working Party, “Working document on a common interpretation of Article 26(1)
of Directive 95/46/EC of 24 October 1995’ (WP 114, 25 November 2005) 10-12.

18 See, eg, P Blume, ‘Denmark’, in P Blume (ed), Nordic Data Protection (Copenhagen: DJOF
Publishing, 2001) 20 (regarding Danish law); Swedish Personal Data Protection Act 1998 §3, which
defines consent as ‘[e]very kind of voluntary, specific, and unambiguous expression of will by which
the registered person, after having received information, accepts processing of personal data con-
cerning him or her’ (translation from Blume, Nordic Data Protection (above) 231).
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Also, Member States, courts have not hesitated to invalidate consent when it does
not meet the conditions listed above.®

DPAs believe that there are special risks associated with obtaining consent in the
context of electronic commerce, since there is increased danger that the data
subject might not have been fully informed or might not really understand what
he is consenting t0.?° Thus, if the data subject clicks ‘T accept’ on a form on a
commercial website, his consent may be invalid if it is shown that the standard
terms and conditions he was supposed to accept were very long and untransparent,
and were buried somewhere on the site under several levels of hyperlinks, so that
in effect he had not been given a reasonable opportunity to review and understand
them before accepting. Also, language is obviously relevant, as a person cannot
consent based on a document written in a language he does not fully understand.

Restrictions on consent exist in many other areas as well. DPAs believe that, in
many instances, employees may not freely consent to the processing of their
personal data, since their dependent relationship to their employer means that
consent is not freely given.?' DPAs are also reluctant to allow consent as a legal
basis for the transfer of personal data to countries outside the EU which do not
provide an ‘adequate level of data protection’.?? Further, many DPAs will not
recognize as valid consent given by a minor or child. These restrictions mean that
companies are well advised to reduce their reliance on consent as a legal basis for
data processing to situations where it is absolutely necessary.

The general definition of consent contained in Article 2 of the General Directive
is not phrased in terms of whether consent must be ‘opt-in’ (ie, on the basis of an
affirmative act, such as clicking a box on an online form) or ‘opt-out’ (ie, by failing to
take action, such as not unclicking a box on such a form). Rather, it concerns whether
the absence of the term ‘explicit’ (which is used, for example, in Article 8(2)(a) of
the General Directive to refer to the level of consent that must be granted for
the processing of sensitive data) indicates that opt-in consent is not required as a
general matter. Article 2 seems to set a standard between opt-out and opt-in,

19 See, eg, Landgericht Miinchen, Judgment of 9 March 2006, no 12 O 12679/05 (2005)
Datenschutz und Datensicherheit 309, in which a German court invalidated consent given to a rebate
and discount system. The court found that the consent clause was not sufficiently transparent or
highlighted, and that consent should be given on an opt-in rather than an opt-out basis.

20 See P Schaar, ‘Datenschutzrechtliche Einwilligung im Internet’ (2001) Multimedia und
Recht 644.

21 See, eg, Article 29 Working Party, “Working document on the surveillance of electronic com-
munications in the workplace’ (WP 55, 29 May 2002) 21, stating with regard to the monitoring of
employee e-mails that ‘consent of workers must be freely given and fully informed and employers
should not rely on consent as a general means of legitimising such processing’.

22 See Article 29 Working Party, “Working document, Article 26(1)’ (above n17) 10-12.
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since it does not require opt-in consent generally, but the requirement that the
data subject ‘signify’ his consent seems to imply that simple inaction is insuffi-
cient, and that some sort of action is required to constitute ‘consent’.?* Thus, for
example, a data subject remaining totally silent would not in itself constitute
‘consent’, but this might be sufficient if combined with some other action (for
example, silence combined with the fact that earlier on the data subject had given
some positive indication of his consent). The General Directive also provides
data subjects with a right to opt out of certain types of processing.?*

Some Member State laws also restrict the possibility to give consent electronically.  2.18
For instance, under the German Federal Data Protection Act, consent to the
processing of personal data must be given ‘in writing’, meaning pen on paper,?

unless consentis to be given in the course of using ‘teleservices’ under the Teleservices

Data Protection Act,?® in which case consent may be given electronically under
certain conditions.

E. Data Controllers and Data Processors

The General Directive divides the universe of actors who process personal datainto  2.19
‘data controllers’ and ‘data processors’, which are defined as follows in Article 2:

(d) ‘controller’ shall mean the natural or legal person, public authority, agency
or any other body which alone or jointly with others determines the purposes
and means of the processing of personal data; where the purposes and means of
processing are determined by national or Community laws or regulations, the
controller or the specific criteria for his nomination may be designated by
national or Community law;

(e) ‘processor’ shall mean a natural or legal person, public authority, agency or any
other body which processes personal data on behalf of the controller . . .

The classification of an actor as a ‘controller’ or a ‘processor’ has important conse-  2.20
quences in a number of areas, including the following:

* most data protection obligations under the General Directive must be met by
the controller;

23 W Kotschy, ‘Directive 95/46/EC’, in Concise European IT Law (The Hague: Kluwer Law
International, 2006) 35.

24 See Art 14(b), which provides data subjects with the right to object to the use of their personal
data for direct marketing purposes.

25 84a(3).

26 §4(2)—(3) specify that electronic consent when using teleservices must (1) be given by an unam-
biguous and deliberate act of the user; (2) be recorded; and (3) be accessible at any time by the user. This
allows consent by internet and e-mail, and removes the uncertainty caused by the previous formulation
of the law which seemed to require the use of digital signatures using asymmetric cryptography for elec-
tronic consent. See P Schaar, Datenschutz im Internet (Munich: CH Beck, 2002) 181.
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2.22

2.23

Chapter 2: Fundamental Legal Concepts

* in most cases, data controllers (rather than data processors) are liable for data
protection violations,?” and

* data processors have a severely reduced role, and, in effect, are supposed only
to process personal data as directed by the controller.

Unfortunately, guidance issued by national DPAs is generally too vague to be of much
value in determining when a company can be considered a data controller.?® It is
possible to have multiple controllers for the same data set, and the General Directive
explicity recognizes the possibility of there being such ‘co-controllers’,?® though

some Member States do not explicitly recognize the concept of ‘co-controller’.3°

Data processing in a business environment is often performed by corporate entities
with highly complex structures, many of which may have access to or control,
wholly or in part, over personal data. For example, in a multinational corporation
the personnel department might enter employee data directly into a database,
which might be accessible by other corporate entities established in different
countries around the world, and be backed up on a computer system at the
corporation’s home office on another continent. Indeed, such multiple access to
data is becoming more common, as companies make use of the advantages of the
internet to allow company-wide access to databases that were formerly managed
only by a single department, and as they globalize their data processing structures.

In such cases, it can be extremely difficult to establish whether or not a particular
entity ‘determines the purposes and means of the processing of personal data’ in
the sense of Article 2(d) of the General Directive. Among the issues that can arise
in this context are two in particular.

(1) Whether an entity is sufficiently involved in the determination of the pur-
poses and means of processing to be considered a controller.  Substantial
inquiry into a company’s practices and procedures may be necessary to deter-
mine the extent to which a specific department, employee, or entity really
has ultimate control over specific data. As an example, assume that parent

27 See General Directive Art 23, which provides that ‘any person who has suffered damage as a
result of an unlawful processing operation . . . is entitled to receive compensation from the controller
for the damage suffered’ (though ‘the controller may be exempted from this liability, in whole or in
part, if he proves that he is not responsible for the event giving rise to the damage’).

28 Eg, the UK Information Commissioner has issued the following definition of a data con-
troller: ‘[a] person who (either alone or jointly or in common with other persons) determines the
purposes for which and the manner in which any personal data are, or are to be, processed’. See press
release dated 12 January 2001.

29 Art 2(d): “controller” shall mean the natural or legal person, public authority, agency or any
other body which alone or jointly with others determines the purposes and means of the processing
of personal data. . .” (emphasis added).

30 This is the case, for example, in France and Poland. However, the concept of ‘co-controller’
may be recognized by the DPAs in practice; this is the case, for example, in Poland.
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Company X is established in Germany, but has a subsidiary in Austria which
gathers data on customers and employees. The controller for the data gath-
ered by the subsidiary could be the subsidiary, or Company X, or both; the
answer to this question will require an inquiry into the practices of both
Company X and the subsidiary, as to which entity actually determines what
is done to the data, whether they are transferred from the subsidiary to the
home office, whether any written procedures exist as to which entity is enti-
tled to use the data, etc. For example, if the entity is merely performing tech-
nical maintenance on a database, then it is probably a mere data processor,
whereas if it is empowered to go beyond this and make decisions about the
purposes for which the data are to be processed, then it is probably a data
controller.3' DPAs generally hold that whether or not the company is inde-
pendent is not the decisive factor in establishing whether there is a person in
aparticular place who is competent to determine the purposes of the process-
ing of certain data, ie, a data controller. Rather, the question is whether or not
there is a person who determines the purposes of the processing and where
the actual control over the data occurs. ‘Control’ for data protection purposes
is a very different concept than control under corporate law.

(2) Whether multiple controllers exist. In the above example, assume that
Company X is established both in Germany and in other Member States,
and has a main database in Germany. However, the subsidiaries also have
their own databases, which they maintain in their countries of establishment
and which are merged into the main database stored at the home office via
the internet. In this example, it would seem that both the parent German
entity and the various subsidiaries would be data controllers, since the
subsidiaries each have control over their national databases, and the parent
would also have control over the national data when they are merged into the
main database. Thus, German law would apply to the processing in the main
database, and the Member State law of the country in which each of the
subsidiaries is established would apply to the processing of the database over
which that subsidiary has control. Each of these data controllers would thus
be deemed to be a ‘co-controller’ with the controller established at the head-
quarters of the company, with the result that such co-controllers are jointly
responsible for meeting data protection obligations towards the data subject.

The distinction between ‘data controller’ and ‘data processor’ is becoming increas-  2.24
ingly difficult to apply in practice. When the General Directive was enacted, there

31 See, eg, Report of the Hessen (Germany) DPA for 2001, Hessischer Landtag Drucksache
15/4659, 26 November 2002, §7.2, commenting that the mere technical maintenance of a database
would most likely indicate that a party was only a data processor, but that powers in excess of this
could indicate that it was a data controller.
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2.26

Chapter 2: Fundamental Legal Concepts

was a much clearer distinction between parties who control the processing of
data, and other parties who only process personal data on behalf of others.
However, advances in computer technology and the scope of the internet have
largely caused this distinction to break down. It is quite common nowadays for
parties to process data jointly and to allocate their responsibilities with regard to
processing in a way which does not allow for a clear distinction between the data
controller and the data processor. For example, in complex outsourcing transac-
tions, one party might be charged with processing personal data on behalf of
another party, but may itself also be able to determine the purposes and means of
processing to some limited extent. Moreover, the relationship of the parties
might change quite rapidly as business models evolve and technology changes,
so that one party might in effect be a data controller one week, and a data processor
the next week.

The lack of clarity between the roles of data controller and data processor has
substantial implications for legal compliance. National data protection law makes
the necessary steps for legal compliance largely contingent on the characterization
of a party as either a controller or a processor. Thus, for example, a data controller
must typically take steps such as giving notice of data processing to affected data
subjects, registering data processing with the national DPA, assuming liability for
any data protection violations, etc. By contrast, the data processor must mainly
comply with the instructions of the data controller and adopt adequate security
measures. Ifitis not possible to clearly determine whether a party is a data controller
or a data processor, then it becomes nearly impossible for parties to know exactly
what their compliance obligations are.

Parties to data processing transactions often engage in a legal ‘tug of war’ as to
whether they are data controllers or data processors, with each one attempting to
structure the transaction so that it is a data processor and its counterpart is a data
controller with all the attendant compliance obligations that controllers have.
Companies should structure their data processing operations in order to ensure
that, whenever possible, ambiguities with regard to the designation of data
controllers are avoided, and that the data controllers are associated with establish-
ments in Member States with data protection laws that are favourable to the
company’s operations. However, in practice this is easier said than done, and
companies must be ready to live with a certain amount of ambiguity as to
whether they are acting as a data controller, a data processor, or both. The best
strategy is to determine early on in the transaction whether the balance of facts
argues for the company being defined as a data controller or data processor, struc-
ture the transaction to fit this characterization, and then stick to it as compliance
questions arise.
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